CITY OF PEORIA, ARIZONA cc: 4AC
COUNCIL COMMUNICATION Amend No.

Date Prepared: October 16, 2009 Council Meeting Date: December 15, 2009

TO: Carl Swenson, City Manager

THROUGH: ‘Susan K. Thorpe, Deputy City Managerﬁ(ﬁ/

FROM: William Mattingly, Public Works-Utilities Director \xJ 3\

PREPARED BY: Javier Setovich, Construction Superintendent

SUBJECT: Award a contract to KUV Consultants, LLC. for the development of a
Security Vulnerability Assessment of Water and Wastewater
Facilities.

RECOMMENDATION:

Discussion and possible action to Award a contract to KUV Consultants, LLC. for the
development of a Security Vulnerability Assessment of Water and Wastewater Facilities
for an amount equal to $75,000. Payment in the amount of $75,000 will be made from
the current Security Master Plan program, Water Utility Account 2400-2550-520099-
CIPWR-UT00257-SY

SUMMARY:

This project will conduct a Security Vulnerability Assessment of the City of Peoria’s entire
Water and Wastewater systems, including treament facilities. The vulnerability
assessment will identify significant security risks and recommend mitigation measures to
reduce threats and minimize any potential impact on the operation of Utility facilities.

The assesment will utilize the Vulnerability Self Assessment Tool (VSAT™) methodology
that was developed by the American Metropolitan Sewerage Agency (AMSA) and
recommended by the United States Environmental Protection Agency (U.S.EPA) for

~ water and wastewater systems.

The Assessment will address the folllowing six elements required by the U.S. EPA for .
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preparation of a vulnerability assessment:

e Characterization of the water utility including its mission and objectives.

» |dentification and prioritization of adverse consequences to avoid.

o Determination of critical assets that might be subject to malevolent acts that could
result in undesired consequences. ' ‘

e Assessment of the likelihood of such malevolent acts from adversaries such as
terrorists or vandals.
Evaluation of existing countermeasures.

e Analysis of current risks and development of a prioritized plan for risk reduction.

KUV Consultants, LLC. was selected based on their expertise and their availability. The
City intends to use an existing contract with the City of Scottsdale established for the
furnishing of Vulnerability Assessment and related services to the Utilities Department
(City of Scottsdale Contract: 05RP010).

Staff recommends approval of this contract award to KUV Consultants, LLC. for an
amount not-to-exceed $75,000.

FISCAL NOTE:

Payment in the-amount of $75,000 will be made from the Security Master Plan Project
UT00257, Water Utility Account No. 2400-2550-520099-CIPWR-UT00257-SY.
ATTACHMENT(S):

- Exhibit A: KUV Proposal
Exhibit B: City of Scottsdale Contract 05RP010
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Utilities Department
City of Peoria, AZ |

Security Vulnerability (VSAT ™) Assessment of Ci'ty’s
Water & Wastewater Systems

Proposed Scope of Service

Project Description:

Peoria Utilities-Department (PUD) owns and operates both potable water and wastewater
systems. The water system includes two surface water treatment facility, several wells, storage
tanks and booster pump stations, and distribution system. The wastewater system consists of a
total of 10 wastewater lift stations and a total of three separate wastewater treatment facilities.

The purpose of the project is to conduct a security vulnerability assessment of PUD’s entire
water and wastewater systems.

The vulnerability assessment will identify significant security risks and recommend mitigation
measures to lower risks to acceptable levels.

Project Approach:

a The assessment will consider the water and wastewater systems’ vulnerability to a
terrorist attack or other intentional acts intended to substantially disrupt the ability of the
system to provide a safe and reliable service to the customers.

o The assessment will-use the Vulnerability Self-Assessment Tool (VSAT ™) methodology
that was developed by American Metropolitan Sewerage Agency (AMSA) and
recommended by the United States Environmental Protection Agency (USEPA) for water
and wastewater systems.
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o The assessment will address the following six elements required by the US
Environmental Protection Agency (EPA) for preparation of a vulnerability assessments:

Characterization of the water utility including its mission and objectives.
Identification and prioritization of adverse consequences to avoid.

Determination of critical assets that might be subject to malevolent acts that could
result in undesired consequences.

Assessment of the likelihood (qualitative probability) of such malevolent acts from
adversaries such as terrorists or vandals.

Evaluation of existing countermeasures.

‘Analysis of current risks and development of a prioritized plan for risk reduction.

B wWN=
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KUV Project Team:

Kal Raman, P.E., Principal Consultant, KUV: Kal will be the Project Manager and Principal
Investigator. He has over 21 years of experience in public works, utility management, operation
and engineering. His expertise is in security vulnerability assessment, organizational
performance improvement and development of master plans and business strategies.

Tom Liffiton, Associate Consultant, KUV: Tom will lead the Threat Assessment component
of the study. He recently retired from FBI (Phoenix), and has over 25 years of experience in
intelligence and criminal investigations. He also has significant involvement with InfraGuard
Arizona Department of Emergency Management and ACTIC.

Diane Barrett, CISS, Associate Consultant, KUV: Diane will serve as a subject matter expert
(SME) for SCADA/IT issues. Diane is currently an instructor for Computer Network Security and
Forensics at University for Advanced Technologies, Phoenix. She is certified in computer
network security, has 7 years experience.

Dr. Danny Peterson, Associate Consultant, KUV: Danny will serve as a SME in Physical
Security to identify appropriate risk mitigation measures. He is one of the recognized experts in
Arizona in the field of security and emergency management. He teaches at ASU Polytechnic,
and maintains strong interaction with Arizona Department of Emergency Management.

Richard Fairbourn, Security System Designer, Durrant Security: Richard will serve as a
SME in Physical Security to identify appropriate risk mitigation measures. Richard has over 24
years experience in security improvement analysis, security improvement pricing and cost
analysis. His security experience includes utility, industrial, military, justice, and commercial
facilities.
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Scope of Service:

This vulnerability assessment will cover all of the water and wastewater system assets
including:
a Water production and distribution facilities — treatment plants, wells, booster pump
stations, reservoirs, PRV sites, distribution pipe network, etc.
o Wastewater collection and treatment facilities — lift stations, collection pipe network,
treatment facilities, recharge. facilities, etc.
o SCADA and business computer systems.
a Personnel, records and files.

The scope of service will include completing the following tasks:

Task #1 - Project Kick-off Meeting:

KUV will conduct a 2-hour meeting to discuss project scope, project Teams, deliverables and

schedules.
a Participants will include PUD Project Manager, PUD Security Team and KUV Project

Manager. _
a The meeting will be held at a City facility, arranged for by PUD Project Manager.
o KUV will prepare the meeting agenda, facilitate the meeting and prepare meeting

minutes.

Task #2 - Review Previous Assessments:

KUV will review previous vulnerability assessments, water and wastewater system master plans
and other documents/reports relevant to the project. PUD will make these documents available

to KUV.
Task #3 - Conduct Threat Assessment Workshop:

KUV will facilitate a 2-hour workshop between PUD staff, City law enforcement and emergency
management to discuss likely threats/hazards that should be considered in this study.
o Participants will include PUD Project Manager, PUD Security Team, City’'s ACTIC
_ Terrorism Liaison officer (TLO), SRP and KUV Team.
a The meeting will be held at a City facility, arranged for by PUD Project Manager.
a KUV will prepare the meeting agenda, facilitate the meeting and prepare meeting
minutes.

Task #4 - Conduct Water Facility Characterization Workshop:

KUV will conduct a 3-hr workshop to identify water system facilities to be considered in this
study; prioritize such facilities and identify critical assets in each facility. The water facilities will
be grouped into the following three categories (i) Group A - Critical facilities that cannot be off-
line for more than 24 hours without seriously impacting service, (ii) Group B - Important facilities
that cannot be off-line for more an one week without seriously impacting service, (iii) Group C -
Back-up facilities that can be off-line for extended period without seriously impacting service.

The workshop will also identify security concerns related to water personnel and critical records.
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Exhibit A

a Participants will include PUD Project Manager, PUD Security Team, water system
supervisors and KUV Team. _ .

a The meeting will be held at a City facility, arranged for by PUD Project Manager.

o KUV will prepare the meeting agenda, facilitate the meeting and prepare meeting
minutes.

Task #5 - Conduct Wastewater Facility Characterization Workshop:

KUV will conduct a 3-hr workshop to identify wastewater system facilities to be considered in
this study; prioritize such facilities and identify critical assets in each facility. The wastewater
facilities will be grouped into the following three categories (i) Group A - Critical facilities that
cannot be off-line for more than 24 hours without seriously impacting service, (ii) Group B -
Important facilities that cannot be off-line for more an one week without seriously impacting
service, (iii) Group C — Back-up facilities that can be off-line for extended period without
seriously impacting service.

The workshop will also identify security concerns related to wastewater personnel and critical
records. - :

a Participants will include PUD Project Manager, PUD Security Team, wastewater system
supervisors and KUV Team.

a The meeting will be held at a City facility, arranged for by PUD Project Manager.

o KUV will prepare the meeting agenda, facilitate the meeting and prepare meeting
minutes.

Task #6 - Conduct Site Visits of Group A - Water/Wastewater Facilities:

KUV Team (Subject Matter'Exp_erts) will visit Group A facilities to make field observations of
existing security measures and procedures. They will make field notes of the observed risks
and of their thoughts on appropriate risk mitigation measures.

a PUD will provide access of the facilities to KUV Team members.
a Participants will include PUD operator(s), PUD Project Manager (optional) and KUV
Team.

‘Task #7 - Conduct Site Visits of Groups B&C - Water/Wastewater Facilities:

Kal Raman, P.E., Principal Consultant from KUV will visit each facility in Group B and
representative facilities in Group C. He will make field notes of the observed risks and of his

thoughts on appropriate risk mitigation measures.

a PUD will provide access of the facilities to KUV Team members.
a Participants will include PUD operator(s), PUD Project Manager (optional) and KUV
Team.

Task #8 - Review SCADA Security:

Subject Matter Expert from KUV will spend one day interviewing PUD IT staff and visiting
SCADA stations. She will assess security risks related to the SCADA system. She will make
field notes of the observed risks and of her thoughts on appropriate risk mitigation measures.
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a PUD will provide access of the facilities to KUV Team member.
0 Participants will include PUD IT staff, PUD Project Manager (optional) and KUV Team.

Task #9 - Populate VSAT™:

KUV will populate VSAT™ software (version 3.1 water/wastewater which is the latest, as on Oct
2009) with information obtained from workshops and site visits. Using the software, KUV will
estimate “Baseline Risks” and perform “Improvement Analysis”. KUV will conduct a two (2)
hour meeting with PUD staff to review the proposed risk mitigation measures.

a Participants will include PUD Project Manager, PUD Security Team, City's ACTIC
Terrorism Liaison officer, and KUV Team.

a The meeting will be held at a City facility, arranged for by PUD Pro;ect Manager.

o KUV will prepare the meeting agenda, facilitate the meetlng and prepare meeting
minutes.

Task #10 - Submit “Draft” Report and Customized VSAT™:

KUV will submit three (3) hardcdpies of a “draft” report documenting the findings of the
vulnerability assessment. The report will be marked “CONFIDENTIAL” and PUD may choose to
limit its distribution. KUV will also submit one (1) CD containing the customized VSAT

database.

Task #11 — Conduct Review Meeting:

KUV will conduct a two (2) hour meeting with PUD staff to review the draft report.

a Participants will include PUD Project Manager, PUD Security Team, City’s ACTIC
Terrorism Liaison officer, and KUV Team.

o The meeting will be held at a City facility, arranged for by PUD Project Manager.

a KUV will prepare the meeting agenda, facilitate the meeting and prepare meeting
minutes.

Task #12 — Submit “Final” Report and Customized VSAT™:

KUV will submit three (3) hardcopies of a “final” report documenting the findings of the
vulnerability assessment. The report will be marked “CONFIDENTIAL". KUV will also submit
one (1) CD containing the customized VSAT™ database.

The following tasks are not included in the scope of work:

Installation of VSAT™ software in PUD computer(s).

Development of cost estimates for mitigation measures.

Preparation of Emergency Response Plan (ERP) or Business Continuity Plan (BCP).
Vulnerabilities of other City Departments (example, IT, Finance, Human Resources,
Police, etc.), although there may be considerable inter-dependencies.

0Co0oQo

The;project will have a heavy involvement of PUD staff. A list of major meetings and
workshops, and their anticipated time periods, are shown in Table 1.

Page 5 of 7
October 29, 2009

KUV Consultants, LLC.



Exhibit A

Fee:
KUV will complete the project for a fixed fee of $75,000.

Schedule:

KUV will complete the pro;ects within six months from notice to proceed, subject to the
availability of City staff to participate in workshops and review reports.
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Schedule of Proposed Project Meetings/Workshops

Exhibit A

Table 1

Task
No.

Task

Suggested Participants

Schedule of Meeting/Workshop'"" !

Duration
(hours)

Suggested Time
Frame

Project Kick-off
Meeting

PUD Project Manager
PUD Security Team
KUV

1

1/4/10 — 1/15/10

Threat Assessment
Workshop

PUD Project Manager
PUD Security Team
City’s ACTIC Terrorism
Liaison officer (TLO)
Salt River Project

KUV

1/18/10 - 1/29/10

Water Facility
Characterization
Workshop

PUD Project Manager
PUD Security Team
Water system supervisors
KUV

2/1/10 - 2112110

Wastewater Facility
Characterization
Workshop

PUD Project Manager
PUD Security Team
Wastewater system
supervisors

KUV

2/1/10 - 2/12/10

6,7

Site Visits

PUD operator

PUD Project Manager
(optional)

KUV

7 - 10 days

2/15/10 - 3/12/10

SCADA Security

PUD IT staff

PUD Project Manager
(optional)

KUV

2/15/10 - 3/12/10

Populate VSAT

PUD Project Manager
PUD Security Team
City’s ACTIC Terrorism
Liaison officer

KUV Team

4/26/10 — 4/30/10

11

Review Meeting

PUD Project Manager
PUD Security Team
City’s ACTIC Terrorism
Liaison officer

KUV Team

5/24/10 ~ 5/28/10

Note:

(1) Assumes a project start date of January 1, 2010. Final deliverable will be made by June 30, 2010.
(2) In addition to meetings listed, KUV Principal Consultant (Kal Raman) will meet with PUD Project

Manager on a monthly basis for project status and progress updates.

KUV Consultants, L1¢.
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Purchasing

9191 E. San Salvador Dr.
Scoltsdale, AZ 85258

Affn.: Mr. Kat Raman
P.0. Box 10790
Glendale, AZ 85318

Re: Contract 05RPO10 ‘
Water Department Vuinerability Assessment and Related Services

Bear Mr. Raman:

 Parsuant to your letter of December 1, 2008 and the confract teqms and condRions, the City of
mmmmmofwwmmmmmm
and Related Sesvices for a period of one (1) year. All terms, conditions and pricing shalf remain
the same. '

Confract terms m»mmmmmmdrmmwmmmm
Liabiity, ‘Professional Ciabiity, Vehicle Liability, and Workars Caompensation /. Empioyer's
Liabilily be o file with-the City of Scoftsdale. Thecertmeate(s)provi&dslﬂllistmc&yd
smmmemm,MMWWmnm
additionaf Insured and certificate holder, and include a waiver of subrogaftion against the
City of Scottsdale. Per contract ferms and condifions the following MINIMUM amounts of

caverage are required:

- Cument ceSinefs o fie yeld Sk QTS

Professional Liabiity: . $2,000,000 each daim
$2,000,000C afl ciaims
CuMwMGnﬁeﬂgWam= 670109

Vehicle Liability nsurance: $500,000 each accident
Current certificate on file valld tiwough 067/01/09

Warkers Compensation and $100.,000 each accident

Employer's Liability Insurance: $100,000 Disease each emgloyes
$500.000 Disease poficy Emit
Sole Proprietor — Not Applicable

Failure to keep current the required insurancocerﬁﬁéatwmaymndermis exfensian

When necessary, updated insurance certificates can be emafled, faxed or malled to my
attenfion using the contact information listed below.



g A m——
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The new term of the extension shall be from January 26, 2008, through January 25, 2010.
Al provisions of the confract shall remain in effect during the new contract period.

K you haveanyquaﬂians,‘pl%seletmeknow.

Bob Huston

Bid & Contract Speciafist
City of Scolfsdafe

9191 E. San Salvador Dr. -
Phoree: (480} 312-5719
Fax: (480) 312-9159
Emai:

-

o Water Gperations Manager
Water Resources .
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CITY OF SCOTTSDALE
PROFESSIONAL SERVICES CONTRACT

THIS CONTRACT, made and entered info this 25th day of January, 2005, by and between the
City of Scottsdale, a Municipal Corporation of the State of Arizona hereinafter referred to as
w.md&w_m@,mmmma;-ww. '

WITNESSETH

THAT, the Mayor of the Clty of Scottsdale is anthorized and empowered by provisions of the

WHEREAS, the City desires fo contiact for WaterWastewater Department Viinerabiity

WHEREA&W&MWMWM(WW

NOW THEREFORE, in consideraion of the mudizal promises and obligations set farth herain,
the parties hereto agres as follows: ‘ ' ‘

1.0 DESCRIPTION, ACCEPTANCE, WAHON

Consuftant shafl act urdler the authority and approval of the Cantract Administrator for
ﬁncay.ﬁmmmmmmmmm'mmwwm
Confract. : '

1.1 SERVICE DESCRIPTION

‘The enfire Scope of Work for Request for Proposal No. 05RP010, including Addenda #1,
idenfified as Water/Wastewater Vufnerability Assessment and Related Services, is
incorporated herein by this reference as fully as if wiiiten out below. Consuftan(s
proposal submitted in response to Request for Proposal Number 0SRPG10 and dated
November 22, 2004 Is incorporated herein by this reference as fully as ¥ writfen out
below. if any provision incorporatzd by reference from the Scope of Work conflicts with
any provision of the Consultani’s proposal, the provision of the Scope of Work will

~ control. [f any poowision of the Consulfant's proposal conflicts wilh any provision of this

Key Personnel — The Conbrackor understands that changes to the key personnel
ammmmmwmbmmmwmwysm

Page 1 of 12
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1.2 ACCEPTANCE AND DOCUMENTATION
A Each task shall be reviewed and approved by the Canfract Admiristrator to
B.  The City shall provide dli necessary information fo the Consuftant for timely
completion of the tasks specified in lfem 1.1 above. -
C. mmmmmmmﬁmnmmmmmm
‘ mmmmmmmdﬁs-mmmwm
remain the property of the Cily and are to be defivered o the Contract
Administrator before final payment is made to the Cansuftant. _ o
20  BALING RECORDS, AUDIT, FEES
21  BALING RECORDS, AUDIT |
The fime spent for each task shall be.recorded and submited to the Contract
mdsamwwreﬁdmpatakingbﬁaehﬂledmdbmmmm
a;dtmtablsavaﬂab!eforaudﬁbyﬂzeﬁlymtp&cﬁm&?dﬂisw
22 FEESCHEDULE

Cansultant shal be pald accarding to following schedule:
Five Year Schedule and Pricing, KUV Consultants, LLC
Year 1, FY 200472005

Conduct Wastewatar Vuinerability Assessment 360 Firs. $33,000.00
Develop Wastewatar Emergency Response Plan 1290 Hrs. $11,050.00

Customize EPA Modules 16 120 Hrs. $11,650.00
Combine all ERP's & Modules €0 Hrs. $3.400.00
Create Response Flow Charts : 20 Hes. $1,800.00
.Develop Site Char. & Fleld Safety Plans 40 Hrs. $3,600.00
: ' Totaf Costs $66.800.00
Year 2, FY 2005/2006 A n
Develop Security Program Manual (SPM) 120 Hrs. $12,200.00
Review/Revise & Update ERPBCP ’ 80 Hrs. . $8,550.00
Provide ERP/BCP Training 7C Hrs. $750000
Conduct Three (3) Tablstop Exescises 160 Hrs. $15,500.00
Assistin Development of 6 ERP 12 Hrs. s12.7ggﬁ
.Asgist in Development of Community Outreach 120 Hirs. $12,7
’ ~ Totzf Costs $69,150.00
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Five Year Schedute and Pricing, KUV Coasuftants, LI.C ~ Cont'd

Year 3, FY 2006/2007 . '
Review/Revise & Update ERP/BCP/SPM 80 Hrs. $8,850.00

Provide ERP/BCP Training 70 Hrs. $7.850.00
Conduct One (1) Field Exarcise (City) : - 160 Hrs. $16,300.00
Assist in Development of Cormmunity Outreach 120 Hrs. $13.300.00
: Total Costs: $4A 400 on
Yaar 4, FY 200712008
NevewRewse & Upaate ERFPIGCFIOPN o0 firs. %8 415.00
Provide ERP/BCP Training } 7CHrs. $8,2685.00
Cuntuct Tlace (3) Tabiotop Excroises 100 Hrs. 317,130.00
Assist in Development of Community Cutreach 120 Hrs. $14,000.00
Total Costs $48.810.00
Year 5, FY 2008/2009
Review/Revise & Update ERP/BCP/SPM ' 80 Hrs. $9.850.60
Provide ERP/BCP Training 70Hrs. $8.650.00
Conduct One (1} Flald Exercice (Mufti-Agency) 200 Hre. $22,30000
Assist it Development of Comnmunity Outreach 120 Hrs. $14,740.00
: Totaf Costs $55.540.00

Five (5) Year Totat Costs  $286,£00.00

Administrator, .

appécable documentafion as diracted by the Confract

’ Amounts indicatsd in this Seclion 2.2 represent the enfire amounts payabie under Gis
- Confract. Addifional expenses will not be authorized.

PAYMENT APPROVAL
m.mm&wwmmmmmmm
The tenm of this Contract shafl be for a one year periad. The City reserves the aption to

MdiﬁsmmhraWJMnmmmem
m«mamemmmmdmdmpm

Page 3 of 12
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TERMINATION — CONT'D

Thisfeeshaubelnmeanmutobemumanyagreeawonbymewmadm
City, based on the agreed Scope of Worlc If there is no mutual agreement, the Confract
Mmﬁmmmmmmdmm«mmkmm&:m
Scope of Work and the Consuflanfs compensafion shall be based upon such

M@ymyammmmmawmwm
mmmwmfammum-dw,dmwmm.awm
mmmmmm«mmmmdmm
ummmmamwmmmm.mmm ’
'mmy,wmmmmmdﬁmmmmane

maﬂowingcnytouummmf«m. '

In the event of termination for cause, Olysl\aﬂ'not"be,ﬁab[eb'mmaw '
mem,mmmwawwwmwmmw

reason of the defaut which gave rise to the termination. : -

mummbmmdmmmmxmw...
memmmmwm‘mem
notice to the Consuftant. )

FUNDS APPROPRIATION
Emo@cﬂﬁ-dm\mmmmmmwmmm
dmahm,mmymmﬁsmaﬁwaﬂdmmfmﬁ
period. mmmmmmmmb&cﬂm4.1tdmm
mmam.mmmmmmwdkm,w,wmm :
wb’mmﬂwmmmmmdqﬂm
GENERAL TERMS '

ENTIRE AGREEMENT

This Confract constRutes the entire understanding of the paries and supersedss ail
mmmmm,mammmmﬂmmmm
m&mmmmmammwammww
authorized representatives or each party. ) ,
ARIZONA LAW

mwmmaegmmmmammmmmamsmd
A »

Page 4 of 12.
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MODIFICATIONS

wammmm«mm.fmmemammmmm
wﬁﬁngandshaﬂbeeﬁecﬁvemiyaﬁerapwmalofaﬂparﬂesslgnhgheaﬂgmal
(:onﬂad_ - .

ASSIGNMENT

Services covered by this Contract shall not be assigned or sublet In whale or in part
without the prior written consent of the Purchasing Director and Contract Admicistrator.

SUCCESSORS AND ASSIGNS

This Confract shall extend ¢ and be binding upon Consultant, iis successors and
assigns, induding any individual, company, partnership or other entity with or into which
Consuitant shall merge, consolidate or be hquidated, or any person, corporation,
partnership or other entity to which Consuftant shall sell s assets.

The Contract Administator for the Cy shall be Karl Pape, Water Operations
Coardinator, or designes. The Confract Adminisirator shall oversee the execufion of this
Contract, assist the Consultant in accessing the orgarization, audit billings, and approve
payments. The Consultant shafl channel reports and special requests through the

Consultant's recards (hard copy, as well as computer readable data), and any cther
supparting evidence deemed necessary by the Cily to substanfiate charges and claims
refated to this confrict shafl be open to inspecion and subject to. axfit andfor

reproduction by Giy’s autharized regresentative (o the extent necessary to adequately
permit evaiuation and verificaion of cost of the work, and any invoices, change orders,

payments or claims submilted by the Consuftant or any of his payees pursuant to the -

execution of the contract. Ths City’s auffwrized representative shall be afforded access,
at reasonablie times and places, to all of the Consultant’s records and persormel
pursuant {o the provisions of this arficle froughout the term of this confract and for a
period of three years after kast or final payment.

Consultant shall require all Subcontractors, insurance agents, and materiaf suppliers
(payees) to camply with the provisions of this arficle by insertion of the requirements
hereof In a wriften contract between Consultant and payse. Such

agreement
. requirements will alsc apply to any and afi Subcontractors,

lf'mmmmwemmmmm bfar!ynmre.byﬂne
Consuitant to the City in excess of ane percent (1%) of the total confract biflings, the

actual cost of the City’'s audit shall be reimbursed o the City by the Consuitant. Any .

adjustments and/or payments which must be made as s result of any such awudit or
inspection of the Consultant’s invoices and/or racords shall be made within a reasonable

-'mmmam(ndbm_wm}ﬁunmmdciysmm

Consuttant.

PageSof12
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ATTORNEY'S FEES

hhmteﬂwrpadyb@smyaﬁonfamymﬁd.mm«m.mhg
adafﬂﬁs%nﬂad.ormaccouddamhaawadefaunw.mewwaiﬁmm
Mbealﬁﬂedmteceiuedmmeoﬁmpadyfm\abb'aﬂomeys'fmm
reasonable costs and expenses, determined by the cowt sitfing without a jury, which
shall be deemed to have acaved on the commencement of such action and shafl be
enfarceable whether or not such action is prosecuted (o udgment.

mmdsmdﬁaﬁashm‘digbbbaméwammﬂw
saoficitation for which they prepared the specification, nor is the preparer efigibie to supply
any product fo a bidder or offeror on the sofication for which they prepared the

INDEPENDENT CONTRACTOR

The services Confractor provides under the tenms af this Contract to the Clty are that of
an independent Contracior, not an employee, or agent of the Cy. The Cly will repart
the value paid for these services each year to fthe Intemal Revenus Service (LR.S)
using Form 1099.

City shail not withhold Income tax as a deducfion from contractual payments. As a resuft

of this, Confractor may be subject fo LR.S. provisions for payment of esimated income
fax. Contrackor Is responsible for consulfing the local .R.S. office for current informafion
on esfimated tax requirements. - :

CONFLICT OF INTEREST

memwm«wmm.NMEmy
person: significantly involved in iniiafing, negotiating, securing, deaffing or creating the
confract on behalf of the Clly’s depastments or agencies is, at any fme whie the
m«wmﬂammkme«a@mwdwmmm
the confract inr any capacily ar a consuftant to any other party to the contract with respect
to the subject matter of the confract. The cancellaion shall be efiecive when written
notlcs from the Clly is received by all other parties to the confract. unfess the notice
specifies a [ater fime (A.R.S. §38-511). .

NOTICES

All nofices or demands required to be given pursuant to the tenms of this Confract shall
be given to the other party in writing, delivered by hand or registered or certified mad, at
the addresses set forth below, or to such other address as the parties may substitute by
wiitien notice given in the marmner prescribed in this paragraph. .

in the case of Consultant: KUV Consuftant, LLC
Kal Raman
P. 0. Box 10790
Glendale, AZ 85318
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Exhibit B |
. Contract # 2005-001-COS
NOTICES - CONTD
In the case of City: City of Scotisdale
 Karl Pape
9312 N. 84th St
Scoftsdale, AZ 85258

Nomss!laﬂbedeatwdreoeivedmdatqdewemd, if delivered by hand, and on the
deﬁwrydateil&cztedmmﬁdeﬁveredbymamgmm

FORCE MAJEURE

TAXES

mmwmmmmm@f«mmﬂmamm&um

» Mamdﬁﬁmm-semnheusedbmarmmk

Duwing the performance of the Canfract, the Consultant may engage such addiional

as may be required for the Gmely completion of this Confract. The

.Subcontractors v
.addition of any Subcontractors shail bembjedtqmeprbrmava!d’ﬁrecly.

In the event of subcontracting, the sole responsibflity for fuilfiiment of aff terms and
conditions of this Confract rests with the Consultant.

Page 7of 12
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Exhibit B
Caontract # 2005-001-COS

419 INDEMNIFICATION

To the fullest exient permitted . by law, Consultant, ite SUCCESE0rs, assigns and
guarantors, shall defend, indemnify and hold harmiess City of Scottsdale, ifs agents,
represenfatives, oﬁws.cﬁrms.'ofﬁﬁsandmmbymﬁunandaga&stal
allegations, demands, proceedings, suits, actions, claims, damages, losses, expenses,
hwlgbutnotﬁxrﬂedb.aﬂnmevfees.oamm.andmewstofappeﬂae
mmammmmm,mm.mﬁmam
of, or resuiting from any negligent or intentional actions, acts, emors, mistakes or
mﬁssimsmadfnﬁw{eorpanbymmgmmkammme
wmgmmmmmmmw,awsmmum
MaMWWwdm«mmmmwde
be ffable and any infury or damages claimed by any of Consuitant's and Subcontractor’s

insurance provisions set forth in this agreement are separate and independent from the
mﬂymdm.mhmmmmmmwmmmm

The Clty may at any ime, as the need arises, order changes within the scope of the
weork without invalidating the confract. If such changes increase or decrease the amount
due under the contract documents, or in the ime required for perfanmance of the work.
an equitable adjustment shail be authorized by written Change Order.

The Crty will execute a formal Change Order based oy detailed written quotations from
the Contractor for work refated changes andfor a ime of completion variance. All
Chiange Orders are subjact (o approval by the City.

Contract Change Ordars are subject to the Rules and Procedures within the Cly's

d%gmwmmd&wm Any such usage by offier enfilies
musst be in accord with the chartar and/or rufes and regulations of the
respective entity and the appraval of the Cortfractor. '

.

This contract contains wo samples of Certificates of Insurance, the Standard Acord

Certificate and the Cestiicate developad hy the Cliy of Sertsdals
The CRy Cerfificate Is praferred, however, the Acard Carfificate is acceptable provided &

.kammmmmm&smmamme'@Ww

" language as reflected on the sample. :
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Exhibit B
Contract # 2005-001-COS

INSURANCE — CONTD

Failure o provide a Certificate of Insurance with the appropriate verbiage as indicated
mﬂ:eaﬂachedsampbs,wﬂlmsﬂhreiecﬁondmwﬂimteandddayhmnm
execution. _

WW
General: c«isdiattagmm.oanp(ymalawﬁcabbdlyord’mwmmm

Wmmwmormdmmmmm-m
maintain, at its own expense, hereinafler stipufated minimum inswance wATh: NSWanNcs
companies dufy kcensed by the State of Asizona (admitted insurer) willr art AR Best, Inc.
rafing of B ++ 6 or above or an equivalent qualified uniicensed insurer by the State of
M(mmmmmmmmmmymawdm
Faflure to maintain insurance as specified may result in ferminafion of tiis Contract at

- ¥ : any d
mmmwmamammhmbmm

required insurance at all imes during the performance of this Contract.

Coverage Tem: All nsurance required herein shall be maintained in full farce and effect
mﬂﬂmkamwmbmmwﬂwmdaﬂedm
mmmmmmmwwmwdsm.
urless specilied atherwise in this Contract :

Claims Made: in the event any insurance policies required by this Canitract are wititen
ma'ﬁmm‘b&mewm.mwmmhm«
purchasing an exiended reporting option, for three (3} years past complefion and
acceptance of the work or services as evidenced by submission of annual Certificates of
Inswrance cifing appiicable coverage Is in force and contains the provisions as required
hierein for the three year period. ‘

Beduct ano or Self insuyred Retenfions: The policies set forth in these
Wmmammm-mwwm‘m
amounts. Such deductibles or self Insured retention shall not be appicable with respact
& the poficy (imits provided to Cily of Scotisdale. Consuftant shail be solely responsible
for ary such deductible or seff insured refention amount. City of Scottsdate, af is cption,
may require Cansultant to secure payment of such deductibie or seif insured retention by
a surely bond or irevocable and uncandifional Letter of Credit. _

Page9of 12
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Exhibit B
Cantract # 2005-001-COS

Insurance Representations and Requirements — Cont'd

5.1.6 Use of Subcontractors: If any work under this agreement is subcontracted in any way,

517

Consuftant shafl execute written agreement with Subcontractor containing the same
Indemnification Clause and Insurancs Requirements ‘set forth herein profecting City of
Scotisdafe and Cansuitant. Consuitant shall be responsible for executing fhe egreement
mmswmnmmngm.dmwmmm

p-13

Evidence of Insyrance: Prior to commencing any work or services under this Contract, .

CamﬂamMﬁmMmdew&dabﬁm Ceftificate(s) of Insurance, or -fonmal
endorsements as required by this Contract, issued by Consultant’s insurer(s) as

evidawaﬂwtpoﬂdaampfacedwmiaoceptab(emsumsasmdﬁedhaehand‘

provide the required cowerage, coadlitions, and imits of coverage and that such
- coverage and provisions are in full foroce and effect.

It a Cerfificate of Insurance is submiited as verification of coverage. City of Scoftsdale

shall reasonabiy rely upon the Certificate of Insurance as evidence of coverage but such
acceptance and refiance shall not waive or alter in any way the surance requirernents
or abligations of this agreement. [t any of the above cited policies expire during the fife

of this Confract, it shall be Consuftant's responsibility (o forward renewaf Cerfficates

within ten (10} days after the date containing afl the aforementioned insuwrance

R i A VYIOF It

¢} Excess Liabiiity - Follow Form to underfying insurance as required.

2. - Consultant’s insurance shall be primary insurance as respects petformance of

3. Al policies, except Professional Liabiity insurance, i appficable, waive rights of
recovery (subrogation} against City of Scotisdale, its agents, representatives,
officers, directors, officials and employees for any dlaims arising out-of wark or
services performed by Consultant under this Contract.

4. Certificate shall cite 30 day advance notice of cancefiation provision. f ACORD
Ceriificate of Insurance form s used, the phrases in the cancellation provision
“endeavor " and “but faflure to mafl such notice shafl impose no obfigation or
Bability of any kind upon the company, its agents or represantatives” shall be

deieted. Certificate forms other than ACORD fonm shalf have sémilar restricive '

fanguage delated. :

$2,000.000 Products and Completed Operations Annual Aggregate, and a $2.000,000
Genoral Aggregate Limit The poficy shafi cover Eabifity - arising from premises,
operations, independent contractars, products-completed operations, personal injury and
advertising injury. Coverage under the policy will be at least as broad as insurance
Services Office, Inc, palicy form CG 00 01 07 98 or equivalent thereof, including but not
imited to, separation of insureds diause. If any Excess insurance Is ufifized to fulfill the

broader in e $ao0e then ng.
Page 100f12
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Exhibit B
Contract # 2005-0601-COS

Required Coverags — Cont’'d

Professionaf { iabiffly; ummbmmwamywmm«m
or if Consultant engages in any services or wark adjunct or residuat to
performing the work under this Contract, Consutiant shafl maintain Professional by
insuwrance covering ermors and omisclons arfsing out of the wark or sarvices perfanmed
by Consufiant, or anyone employed by Consuitant, or anyone for whose acts, mistakes,
errors and omissions Consuftant is legally Bable, with a Gatility insurance [mit of
$2.000,000 each cfaim and $2,0600,000 aff claims.

Vehidle | iability. Consuftant shalf maintain Business Automcbile Liabiity insurancs with
a fimit of $500,000 each accident on Consuftant’'s owned, hired, end non-owned vehicles
assidned {o ar used in the performance of the Consultant’s work or services under this
Contract. Coverage will be at least as broad as insurance Services Office, Inc. coverage

.code “1” “any auto” policy form CA 00 01 07 97 or equivalent thareof.
tf any Excess inswance i uffized to fulfill the requirements of this paragraph, sucfs

mm'mwmwm«mmmm-m

" insurance fo cover obiigations Impased by federal and stafe statutes having jrtsdiction

6.1

6.2

of Consulfant's empioyees engaged In the performance of work or services urder this
Confract and shall afso maintain Empfoyers’ Liabllty Insurance of not less than $100,000
gﬁmmsfwmmwmmmmmqu

SEVERABRITY
uwm«mmdmmmdmmbumam
then nobathstanding such llegafty or unenforceabilily, this Confract shafl rermairt (i
mmmwumwuuapmmmwubem
AUTHORITY
Mmmmmwmnmmmmmmm
info and perform fhis Contract, and that fhe person signing on behalf of esch fas fisen

properly authorized and enmpowered to enfer this Confract Each parfy fintier
acinowledges that it has read this Contract, understands & and agrees to be bound by
i - o

Pagellof12

p-14

Cammmmunwmc«m -



Sep 23 2008 1:39PH HP LASERJET 3200

Exhibit B " 001.COS

IN WITNESS WHEREOF, the City of Scottsdale by its Mayor and City Clerk have hereunto
subscribed their names this 25th day of January, 2005. -

CITY OF SCOTTSDALE ;

ar%&_m#:_l ATTEST:
Mary Mayor:

CONSULTANT:

KUV Consuftants
Bx% }Mﬂ—/\
Kaf Principat U - .

CITY CONTRACT ADMINISTRATOR
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